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About This Guide

This OmniSwitch AOS Release 8 Switch Management Guide describes basic attributes of your switch and
basic switch administration tasks. The software features described in this manual are shipped standard with
your switches. These features are used when readying a switch for integration into a live network
environment.

Supported Platforms

The information in this guide applies only to the following products:

e OmniSwitch 9900 Series

OmniSwitch 6900 Series

OmniSwitch 6860 Series

OmniSwitch 6865 Series

Who Should Read this Manual?

The audience for this user guide are network administrators and IT support personnel who need to
configure, maintain, and monitor switches and routers in a live network. However, anyone wishing to gain
knowledge on how fundamental software features are implemented in the OmniSwitch Series switches
will benefit from the material in this configuration guide.

When Should | Read this Manual?

Read this guide as soon as your switch is up and running and you are ready to familiarize yourself with
basic software functions. You should have already stepped through the first login procedures and read the
brief software overviews in the appropriate Hardware Users Guide.

You should have already set up a switch password and be familiar with the very basics of the switch
software. This manual will help you understand the switch’s directory structure, the Command Line
Interface (CLI), configuration files, basic security features, and basic administrative functions. The
features and procedures in this guide will help form a foundation that will allow you to configure more
advanced switching features later.
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About This Guide What is in this Manual?

What is in this Manual?

This configuration guide includes information about the following features:

e Basic switch administrative features, such as file editing utilities, procedures for loading new software,
and setting up system information (name of switch, date, time).

e Configurations files, including snapshots, off-line configuration, time-activated file download.

e The CLI, including on-line configuration, command-building help, syntax error checking, and line edit-
ing.

e Basic security features, such as switch access control and customized user accounts.
e SNMP
e \Web-based management (WebView)

What is Not in this Manual?

The configuration procedures in this manual primarily use Command Line Interface (CLI) commands in
examples. CLI commands are text-based commands used to manage the switch through serial (console
port) connections or via Telnet sessions. This guide does include introductory chapters for alternative
methods of managing the switch, such as web-based (WebView) and SNMP management. However the
primary focus of this guide is managing the switch through the CLI.

Further information on WebView can be found in the context-sensitive on-line help available with that
application.

This guide does not include documentation for the OmniVista network management system. However,
OmniVista includes a complete context-sensitive on-line help system.

This guide provides overview material on software features, how-to procedures, and tutorials that will
enable you to begin configuring your OmniSwitch. However, it is not intended as a comprehensive
reference to all CLI commands available in the OmniSwitch. For such a reference to all CLI commands,
consult the OmniSwitch AOS Release 8 CLI Reference Guide.

How is the Information Organized?

Each chapter in this guide includes sections that will satisfy the information requirements of casual
readers, rushed readers, serious detail-oriented readers, advanced users, and beginning users.

Quick Information. Most chapters include a specifications table that lists RFCs and IEEE specifications
supported by the software feature. In addition, this table includes other pertinent information such as
minimum and maximum values and sub-feature support. Some chapters include a defaults table that lists
the default values for important parameters along with the CLI command used to configure the parameter.
Many chapters include Quick Steps sections, which are procedures covering the basic steps required to get
a software feature up and running.

In-Depth Information. All chapters include overview sections on software features as well as on selected
topics of that software feature. Topical sections may often lead into procedure sections that describe how
to configure the feature just described. Many chapters include tutorials or application examples that help
convey how CLI commands can be used together to set up a particular feature.
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About This Guide Documentation Roadmap

Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process.The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: OmniSwitch Hardware Users Guide
Release Notes

This guide provides all the information you need to get your switch up and running the first time. It
provides information on unpacking the switch, rack mounting the switch, installing NI modules, unlocking
access control, setting the switch’s IP address, and setting up a password. It also includes succinct
overview information on fundamental aspects of the switch, such as hardware LEDs, the software
directory structure, CLI conventions, and web-based management.

At this time you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: OmniSwitch Hardware Users Guide
OmniSwitch AOS Release 8 Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its
hardware and software. Information about switch hardware is provided in the Hardware Guide. This guide
provide specifications, illustrations, and descriptions of all hardware components, such as chassis, power
supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling fans. It
also includes steps for common procedures, such as removing and installing switch components.

The OmniSwitch AOS Release 8 Switch Management Guide is the primary users guide for the basic
software features on a single switch. This guide contains information on the switch directory structure,
basic file and directory utilities, switch access security, SNMP, and web-based management. It is
recommended that you read this guide before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: OmniSwitch AOS Release 8 Network Configuration Guide
OmniSwitch AOS Release 8 Advanced Routing Configuration Guide
OmniSwitch AOS Release 8 Data Center Switching Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing
protocols. The OmniSwitch AOS Release 8 Network Configuration Guide contains overview information,
procedures, and examples on how standard networking technologies are configured on the OmniSwitch.

The OmniSwitch AOS Release 8 Advanced Routing Configuration Guide includes configuration
information for networks using advanced routing technologies (OSPF and BGP) and multicast routing
protocols (DVMRP and PIM-SM).

The OmniSwitch AOS Release 8 Data Center Switching Guide includes configuration information for data
center networks using virtualization technologies (SPBM and UNP) and Data Center Bridging protocols
(PFC, ETC, and DCBX).
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About This Guide Documentation Roadmap

Anytime

The OmniSwitch AOS Release 8 CLI Reference Guide contains comprehensive information on all CLI
commands supported by the switch. This guide includes syntax, default, usage, example, related CLI
command, and CLI-to-MIB variable mapping information for all CLI commands supported by the switch.

This guide can be consulted anytime during the configuration process to find detailed and specific
information on each CLI command.
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About This Guide Related Documentation

Related Documentation

The following are the titles and descriptions of all the related OmniSwitch user manuals:
®  OmniSwitch 9900/6900/6860/6865 Hardware Users Guides

Describes the hardware and software procedures for getting an OmniSwitch up and running as well as
complete technical specifications and procedures for all OmniSwitch chassis, power supplies, fans, and
Network Interface (NI) modules.

e  OmniSwitch AOS Release 8 CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch. Includes syntax definitions,
default values, examples, usage guidelines and CLI-to-MIB variable mappings.

e OmniSwitch AOS Release 8 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

e OmniSwitch AOS Release 8 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP and IPX),
security options (authenticated VLANS), Quality of Service (QoS), link aggregation, and server load
balancing.

e OmniSwitch AOS Release 8 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP).

e OmniSwitch AOS Release 8 Data Center Switching Guide

Includes and introduction to the OmniSwitch data center switching architecture as well as network
configuration procedures and descriptive information on all the software features and protocols that
support this architecture. Chapters cover Shortest Path Bridging MAC (SPBM), Data Center Bridging
(DCB) protocols, Virtual Network Profile (vNP), and the Edge Virtual Bridging (EVB) protocol.

® OmniSwitch AOS Release 8 Transceivers Guide
Includes SFP and XFP transceiver specifications and product compatibility information.
e OmniSwitch AOS Release 8 Specifications Guide

Includes Specifications table information for the features documented in the Switch Management
Guide, Network Configuration Guide, Advanced Routing Guide, and Data Center Switching Guide.

e Technical Tips, Field Notices
Includes information published by Alcatel-Lucent Enterprise’s Customer Support group.
e Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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About This Guide Technical Support

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You’ll also receive regular software updates to maintain and maximize your Alcatel-
Lucent Enterprise features and functionality and on-site hardware replacement through our global network
of highly qualified service delivery partners.

With 24-hour access to Alcatel-Lucent Enterprise’s Service and Support web page, you’ll be able to view
and update any case (open or closed) that you have reported to Alcatel-Lucent Enterprise’s technical
support, open a new case or access helpful release notes, technical bulletins, and manuals.

Access additional information on Alcatel-Lucent Enterprise’s Service Programs:
Web: support.esd.alcatel-lucent.com
Phone: 1-800-995-2696

Email: ebg_global_supportcenter@al-enterprise.com
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1 Getting Started and
Upgrading AOS

This chapter provides an overview of what to expect when first bringing up an OmniSwitch. It describes
the Automatic Management features an OmniSwitch runs when booting for the first time as well as
whether a switch will come up in standalone or VC mode. This chapter is also helpful for getting started
with a new AOS release by covering important information related to upgrading the switch.

In This Chapter

Configuration procedures described in this chapter include:
e “Automatic Management Features” on page 1-2
e “Standalone or Virtual Chassis Mode” on page 1-4

e “Upgrading the Software” on page 1-5
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Getting Started and Upgrading AOS Automatic Management Features

Automatic Management Features

All switches that ship from the factory will default to Virtual Chassis mode and attempt to run the
automatic VC, automatic remote configuration, and automatic fabric protocols. The automatic features can
be disabled during the switch reboot or after the switch has finished booting if desired.

When a switch boots with no configuration file or with a configuration file with a size of 0 bytes, the
following boot processes occur:

1 Automatic Virtual Chassis - The switch will run the automatic VVC protocol and try to automatically
configure the VFLs and setup a VC. The time to complete this process will vary depending on the
configuration. Please see Chapter 12, “Configuring Virtual Chassis” for additional information.

2 Automatic Remote Configuration - Once the automatic VC process is complete, the automatic
remote configuration process will begin. It can take approximately 180 seconds for this process to
complete if there is no remote configuration server available. Please see Chapter 13, “Managing
Automatic Remote Configuration Download” for additional information.

Note. The automatic remote configuration download process can be aborted at any time by entering auto-
config-abort command, for example:

-> auto-config-abort

3 Automatic Fabric - Once the automatic remote configuration process completes, the automatic fabric
process will begin. Please see Chapter 14, “Configuring Automatic Fabric” for additional information.

Note. The automatic fabric process can be disabled at any time by entering auto-fabric admin-state
command, for example:

-> auto-fabric admin-state disable

Automatic Management Feature Guidelines

¢ This boot process only applies to switches that boot without a configuration file, such as newly shipped
switches from the factory.

¢ The automatic features can be disabled at the start of the switch boot process by pressing 'y when
prompted. The switch will boot into standalone mode with all automatic features disabled. Please see
“Standalone or Virtual Chassis Mode” on page 1-4 for additional information.

e To prevent a switch from re-running the automatic fabric process upon the next reboot enter write
memory to save the configuration to the configuration file.

e A message similar to the one below may be seen during the Automatic Remote Configuration process.
This is normal as the switch attempts the process between VLANs 1 and 127.

Wed Mar 18 19:16:12 : ipv4 vlan warning message:
+++ vm vlan dereg fail 117 (127)
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Getting Started and Upgrading AOS Automatic Management Features

Power Up

N
Factory Y N
—> . 7
Default? AutoVC Begins VC Ready?
Y
( ot sesies
. : \
\\Conflg Applled/
- RCL Starts 2
NC Rehoote Y
VvC Rebooj[s _
RCL Config Applied
N

/Auto Fabric \

\ Enabled® j

Automatic Management Features Flow Overview

1. See Chapter 12, “Configuring Virtual Chassis” for additional information on Auto VC.

2. See Chapter 13, “Managing Automatic Remote Configuration Download” for additional information on
Automatic Remote Configuration Download.

3. See Chapter 14, “Configuring Automatic Fabric” for additional information on Automatic Fabric.
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Getting Started and Upgrading AOS Standalone or Virtual Chassis Mode

Standalone or Virtual Chassis Mode

When a chassis boots with its default factory configuration it will run in VC mode. There may be times
when standalone mode is preferred such as when introducing the chassis into an already existing network.

There are multiple ways to have the switch come up in standalone mode instead of VC mode.

Automatic Management features disabled during switch boot

If the automatic management features were disabled while the switch was booting by pressing ‘y’ at the
prompt, the switch will boot into standalone mode.

Do you want to disable auto-configurations on this switch [Y/N]? y
Auto-configurations disabled

The switch automatically creates a configuration file so that it will no longer run the automatic protocols
upon boot up.

cutomatic Management features not disabled during switch
oot

If the automatic management features were not disabled while the switch was booting issue the auto-
fabric admin-state command with the remove-vc-reload parameter. This will do the following:

1 Clear any automatic fabric configuration
Disable the automatic fabric features

2
3 Create a boot.cfg file in the /flash/working directory
4 Reload the switch

5

Since the switch will reboot with a configuration file the automatic management features will no longer
run.
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Getting Started and Upgrading AOS Upgrading the Software

Upgrading the Software

This section is to assist with upgrading an OmniSwitch. The goal is to provide a clear understanding of the
basic steps and types of upgrade processes available for an OmniSwitch. Depending upon the AOS
version, model, and configuration of the OmniSwitch various upgrade procedures are supported. This
section provides an overview. Since each AOS release has different upgrade requirements please refer to
the Release Notes for step-by-step instructions.

Standard Upgrade—The standard upgrade of a standalone chassis or virtual chassis (VC) is nearly
identical. All that's required is to upload the new image files to the Running directory and reload the
switch. In the case of a VVC, prior to rebooting the Master will copy the new image files to the Slave
and once the VC is back up the entire VC will be synchronized and running with the upgraded code.

ISSU—The In Service Software Upgrade (ISSU) is used to upgrade the software on a VC or modular
chassis with minimal network disruption. Each element is upgraded individually allowing hosts and
switches which are dual-homed to maintain connectivity to the network. The actual downtime
experienced by a host on the network can vary depending upon the overall network design and
configuration. Having a redundant configuration is suggested and will help to minimize recovery
times.

¢ Virtual Chassis—The VC will first verify that it is in a state that will allow a successful ISSU
upgrade. It will then copy the image and configuration files of the ISSU specified directory to all of the
Slave chassis and reload each Slave chassis from the ISSU directory in order from lowest to highest
chassis-id. For example, assuming chassis-id 1 is the Master, the Slave with chassis-id 2 will reload
with the new image files. When Slave chassis-id 2 has rebooted and rejoined the VC, the Slave with
chassis-id 3 will reboot and rejoin the VC. Once the Slaves are complete they are now using the new
image files. The Master chassis is now rebooted which causes the Slave chassis to become the new
Master chassis. When the original Master chassis reloads it comes back as a Slave chassis. To restore
the role of Master to the original Master chassis the current Master can be rebooted and the original
Master will takeover, re-assuming the Master role.

e Modular Chassis—The chassis will first verify that it is in a state that will allow a successful
upgrade. It will then copy the image and configuration files of the specified directory to the secondary
CMM and reload the secondary CMM which becomes the new primary CMM. The old primary CMM
becomes the secondary CMM and reloads using the upgraded code. As a result of this process both
CMMs are now running with the upgraded code and the primary and secondary CMMs will have
changed roles (i.e., primary will act as secondary and the secondary as primary). The individual Nls
can be reset either manually or automatically.
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Prerequisites

Before upgrading, the individual performing the upgrade must:

Read the release notes for the appropriate AOS release.
Be the responsible party for maintaining the switch's configuration
Be aware of any issues that may arise from a network outage caused by improperly loading this code

Understand that the switch must be rebooted and network access may be affected by following this
procedure.

Have a working knowledge of the switch to configure it to accept an FTP connection through the EMP
or Network Interface (NI) Ethernet port

Read the GA Release Notes prior to performing any upgrade for information specific to this release.

Ensure there is a current certified configuration on the switch so that the upgrade can be rolled-back if
required.

Verify the current versions of Uboot and FPGA. If they meet the minimum requirements, (i.e. they
were already upgraded during a previous AOS upgrade) then only an upgrade of the AOS images is
required.

Depending on whether a standalone chassis or VC is being upgraded, upgrading can take from 5 to 20
minutes. Additional time will be needed for the network to re-converge.

The examples below use various models and directories to demonstrate the upgrade procedure.
However any user-defined directory can be used for the upgrade.

If possible, have EMP or serial console access to all chassis during the upgrade. This will allow
monitoring of the VC during the ISSU process and before the virtual chassis has been re-established.

Knowledge of various aspects of AOS directory structure, operation, and CLI commands can be found in
the Alcatel-Lucent Enterprise OmniSwitch User Guides. Recommended reading from the Switch
Management Guide includes the following chapters:

Chapter 1, “Getting Started and Upgrading AOS”
Chapter 2, “Logging Into the Switch”

Chapter 3, “Managing System Files”

Chapter 4, “Managing CMM Directory Content”
Chapter 5, “Using the CLI”

Chapter 6, “Working With Configuration Files”
Chapter 12, “Configuring Virtual Chassis”

Release Notes - for the version of software you're planning to upgrade to.
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Switch Maintenance

It's recommended to perform switch maintenance prior to performing any upgrade. This can help with
preparing for the upgrade and removing unnecessary files. The following steps can be performed at any
time prior to a software upgrade. These procedures can be done using Telnet and FTP, however using SSH
and SFTP/SCP are recommended as a security best-practice since Telnet and FTP are not secure.

1 Verify current date, time, AOS and model of the switch:
-> show systenm
2 Remove any old tech_support.log files, tech_support_eng.tar files:

-> rm *_log
-> rm *._tar

3 Verify that the /pmd and /pmd/work directories are empty. If they have files in them check the date on
the files. If they are recently created files (<10 days), contact Alcatel-Lucent Enterprise Service &
Support. If not, they can be deleted.

-> rm /flash/pmd/*_*
-> rm /flash/pmd/work/*_*

4 Use the 'show running-directory' command to determine what directory the switch is running from and
that the configuration is certified and synchronized. If the configuration is not certified and
synchronized,issue the command 'write memory flash-synchro’.

-> show running-directory

5 If you do not already have established baselines to determine the health of the switch you are
upgrading, now would be a good time to collect them. Using the show tech-support series of commands is
an excellent way to collect data on the state of the switch. The show tech support commands automatically
create log files of useful show commands in the /flash directory. You can create the tech-support log files
with the following commands:

-> show tech-support
-> show tech-support layer2
-> show tech-support layer3

6 Additionally, the following command will create a TAR file with multiple tech-support log files as
well as the SWLOG files from the switches.

-> show tech-support eng complete
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Standard Upgrade

This section describes the basic steps for upgrading an OmniSwitch standalone or virtual chassis using a
standard upgrade. This section is an overview. For specific step-by-step instructions please refer to the
Release Notes.

1 Follow the instructions in the “Switch Maintenance” on page 1-7 section.
Download the upgrade files from the Service & Support website.

FTP the upgrade files to the RUNNING directory of the switch.

Upgrade the image files by reloading the switch from the RUNNING directory.

After the switch reboots, verify the software upgrade.

o 0 A WO DN

Certify the upgrade.

In-Service Software Upgrade (ISSU)

This section describes the basic steps for upgrading an OmniSwitch standalone or virtual chassis using
ISSU. This section is an overview. For specific step-by-step instructions please refer to the Release Notes.

1 Follow the instructions in the “Switch Maintenance” on page 1-7 section.
Download the upgrade files.

Create the new directory on the Master/Primary CMM for the ISSU upgrade.

H W DN

Clean up any existing ISSU directories.

5 On the Master chassis / Primary CMM copy the current Running configuration files to the ISSU
directory.

6 FTP the new image files and the validation file to the ISSU directory.
7 Upgrade the image files using ISSU.

8 Verify the software upgrade.

9 Certify the software upgrade.

10 Reset NIs (modular chassis)

The Validation File

The Validation File contains the information required to validate that an ISSU upgrade is possible. An
ISSU upgrade is dependent upon the current version of software on the switch and the version of software
the switch is being upgraded to. If the version of code on the switch is not ISSU compatible with the
version being upgraded, the ISSU upgrade will not be allowed and an error message similar to the one
below will be displayed:

Tue Dec 14 14:19:15 : Chasspervisor issuMgr alert message:
+++ ISSU Image Validation Failed - aborting 1SSU
ERROR: 1SSU Validation Error: Images not issu compatible
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Resetting NIs - Modular Chassis

After performing an ISSU upgrade the NIs must be reset to complete the ISSU upgrade. They can be reset
manually using the “issu slot” or ‘reload slot’commands. If the Nls are not reset by the time the NI reset
timer expires, they will be reset individually by the system in ascending order beginning with slot 1. Once
the reset NI reaches a ready state, the next one is reset. This process continues until all NIs have been
reset.
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2 Logging Into the Switch

Logging into the switch may be done locally or remotely. Management tools include: the Command Line
Interface (CLI), which may be accessed locally via the console port, or remotely via Telnet; WebView,
which requires an HTTP client (browser) on a remote workstation; and SNMP, which requires an SNMP
manager (such as Alcatel-Lucent Enterprise’s OmniVista or HP OpenView) on the remote workstation.
Secure sessions are available using the Secure Shell interface.

In This Chapter

This chapter describes the basics of logging into the switch to manage the switch through the CLI. It also
includes the information about using Telnet, and Secure Shell for logging into the switch as well as
information about using the switch to start a Telnet or Secure Shell session on another device. It also
includes information about managing sessions and specifying a DNS resolver. For more details about the
syntax of referenced commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

Configuration procedures described in this chapter include:
e “Quick Steps for Logging Into the Switch” on page 2-3
e “Accessing the Micro-USB or RJ-45 Console Port” on page 2-6
e “Configuring the USB Bluetooth Adapter” on page 2-7
e “Setting the EMP Port’s IP Address” on page 2-8

e “Using Telnet” on page 2-9

e “Using Secure Shell” on page 2-10

e “Using Secure Shell” on page 2-10

* “Modifying the Login Banner” on page 2-15

e “Configuring Login Parameters” on page 2-17

e “Enabling the DNS Resolver” on page 2-18

e “Enabling the FIPS mode” on page 2-18

Management access is disabled (except through the console port) unless specifically enabled by a network
administrator. For more information about management access and methods, use the table here as a guide:

For more information about... See...

Enabling or “unlocking” management interfaces  Chapter 8, “Managing Switch Security
on the switch

Authenticating users to manage the switch Chapter 8, “Managing Switch Security
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For more information about... See...

Creating user accounts directly on the switch Chapter 7, “Managing Switch User Accounts”
Using the CLI Chapter 5, “Using the CLI1”

Using WebView to manage the switch Chapter 9, “Using WebView”

Using SNMP to manage the switch Chapter 10, “Using SNMP”

Login Defaults

Access to managing the switch is always available for the admin user through the console port, even if
management access to the console port is disabled.

Parameter Description Command Default
Session login attempts allowed  session login-attempt 3 attempts
before the TCP connection is

closed.

Time-out period allowed for session login-timeout 55 seconds

session login before the TCP
connection is closed.

Inactivity time-out period. The  session timeout 4 minutes
length of time the switch can

remain idle during a login

session before the switch will

close the session.
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Quick Steps for Logging Into the Switch

The following procedure assumes that you have set up the switch as described in your OmniSwitch
Hardware Users Guide. Setup includes:

e Connecting to the switch via the console port.
e Setting up the Ethernet Management Port (EMP).

¢ Enabling (or “unlocking”) management interfaces types through the aaa authentication command for
the interface you are using. For detailed information about enabling session types, see Chapter 8,
“Managing Switch Security.”

1 If you are connected to the switch via the console port, your terminal will automatically display the
switch login prompt. If you are connected remotely, you must enter the switch IP address in your remote
session. The login prompt then displays.

2 At the login prompt, enter the admin username. At the password prompt, enter the switch password.
(Alternately, you may enter any valid username and password.) The switch’s default welcome banner will
display, followed by the CLI prompt.

Welcome to the Alcatel-Lucent Enterprise 0S6900 8.3.1.313.R01 GA, August 31, 2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

You are now logged into the CLI. For information about changing the welcome banner, see “Modifying
the Login Banner” on page 2-15.

For information about changing the login prompt, see Chapter 5, “Using the CLI.”

For information about setting up additional user accounts locally on the switch, see Chapter 7, “Managing
Switch User Accounts.”
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Overview of Switch Login Components

Switch access components include access methods (or interfaces) and user accounts stored on the local
user database in the switch and/or on external authentication servers. Each access method, except the
console port, must be enabled or “unlocked” on the switch before users can access the switch through that
interface.

N

OmniSwitch
Authentication I

Server

remote user

Login via Secure Shell, Telnet,
HTTP, or SNMP

local user
database

local user
Login via the console port.

Switch Login Components

Management Interfaces

Logging into the switch may be done locally or remotely. Remote connections may be secure or insecure,
depending on the method. Management interfaces are enabled using the aaa authentication command.
This command also requires specifying the external servers and/or local user database that will be used to
authenticate users. The process of authenticating users to manage the switch is called Authenticated
Switch Access (ASA). Authenticated Switch Access is described in detail in Chapter 8, “Managing Switch
Security.”

An overview of management methods is listed here:

Logging Into the CLI

e Console port—A direct connection to the switch through the console port. The console port is always
enabled for the default user account, see “Accessing the Micro-USB or RJ-45 Console Port” on
page 2-6.

¢ Bluetooth port—A direct connection to the switch using Bluetooth. The console port is always
enabled for the default user account, see “Configuring the USB Bluetooth Adapter” on page 2-7.

e EMP Port—The Ethernet Management Port (EMP) allows you to bypass the Network Interface (NI)
modules and remotely manage the switch directly through the CMM., see “Setting the EMP Port’s IP
Address” on page 2-8

e Telnet—Any standard Telnet client may be used for remote login to the switch. This method is not
secure. For more information about using Telnet to access the switch, see “Using Telnet” on page 2-9.

e Secure Shell—Any standard Secure Shell client may be used for remote login to the switch. See
“Using Secure Shell” on page 2-10.
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Using the WebView Management Tool

e HTTP—The switch has a Web browser management interface for users logging in via HTTP. This
management tool is called WebView. For more information about using WebView, see Chapter 9,
“Using WebView.”

Using SNMP to Manage the Switch

e SNMP—Any standard SNMP application may be used for configuring the switch. See Chapter 10,
“Using SNMP.”

User Accounts

User accounts may be configured and stored directly on the switch, and user accounts may also be
configured and stored on an external authentication server or servers.

The accounts include a username and password. In addition, they also specify the user’s privileges or end-
user profile, depending on the type of user account. In either case, the user is given read-only or read-write
access to particular commands.

¢ | ocal User Database

The user command creates accounts directly on the switch. See Chapter 7, “Managing Switch User
Accounts,”for information about creating accounts on the switch.

e External Authentication Servers

The switch may be set up to communicate with external authentication servers that contain user
information. The user information includes usernames and passwords; it may also include privilege
information or reference an end-user profile name.

For information about setting up the switch to communicate with external authentication servers, see the
OmniSwitch AOS Release 8 Network Configuration Guide.
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Accessing the Micro-USB or RJ-45 Console Port

Micro-USB

The following procedure is used for accessing the switch using the micro-USB console connection.
1 Download and install the USB to UART device driver from the following location:
http://www.silabs.com/products/mcu/pages/usbtouartbridgevcpdrivers.aspx

2 Connect the OmniSwitch to the USB port of your device using the a micro-USB to USB cable.
3 The OmniSwitch will be recognized as a new USB device and assigned a COM port.

4 Use your terminal emulation program to assign the OmniSwitch to the appropriate COM port.

Note: Each switch will be seen as a new USB device and assigned a different COM port. Use your
terminal emulation program to switch between COM ports as required.

5 Atthe login prompt, enter the default admin as the username and switch as the password or any valid
username and password. The switch’s welcome banner will display, followed by the CLI prompt.

Welcome to the Alcatel-Lucent Enterprise 0S6860 8.3.1.313.R01 GA, August 31, 2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

RJ45-to-DB9

The following procedure is used for accessing the switch using the RJ-45 console connection.

1 Connect the OmniSwitch to the serial port of your device using an RJ-45 cable and an RJ-45-to-DB9
connector.

2 Use your terminal emulation program to assign the OmniSwitch to the appropriate COM port.

The console port default settings are 9600 baud, 8 data bits, no parity, 1 stop bit, no flow control. If
you wish to modify the default serial connection settings use the modify boot parameters command.

Console Port Parameters

If you wish to modify the default serial connection settings (i.e., baud rate, parity, data bits, stop bits, and
mode), use the modify boot parameters command as shown:

-> modify boot parameters

Boot > boot serialbaudrate 19200
Boot > boot serialparity even

Boot > boot serialwordsize 7

Boot > boot serialstopbits 2

Boot > boot serialmode modemControlOn

Boot > show
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Serial (console) baud: 19200
Serial (console) parity: even
Serial (console) wordsize: 7
Serial (console) stopbits: 2
Serial (console) mode: modemControlOn

Boot > commit system
Boot > commit boot
Boot > exit

e Qutput to the terminal may become illegible due to incompatible serial connection settings between the
switch and the terminal emulation software.

e |f you use the commit system command only, changes will not be saved to the switch's non-volatile
memory and will be lost if the switch is rebooted.

Configuring the USB Bluetooth Adapter

The following procedure is used for accessing the OmniSwitch using a USB Bluetooth adapter.
1 Enable Bluetooth connectivity on the OmniSwitch using the bluetooth command.

2 Insert the USB Bluetooth adapter into the USB port on the OmniSwitch.

3 The OmniSwitch will begin advertising and can now be discovered.

4 Once the OmniSwitch is discovered it will be assighed a COM port.

Note: Each switch will be seen as a new bluetooth device and assigned a different COM port. Use your
terminal emulation program to switch between COM ports as required.

5 Use your terminal emulation program to assign the OmniSwitch to the appropriate COM port.

6 At the login prompt, enter the default admin as the username and switch as the password or any valid
username and password. The switch’s welcome banner will display, followed by the CLI prompt.

Welcome to the Alcatel-Lucent Enterprise 0S6860 8.3.1.313.R01 GA, August 31, 2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

Identifying the Current Connection
When configuring multiple switches using bluetooth it may be difficult to determine which switch has the

active bluetooth connection. Issuing the show me command will cause the chassis ID LED of the active
connection to blink for 10 seconds.
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Setting the EMP Port’s IP Address

In order to access the switch through the EMP port the port's default IP and network mask should be
changed. There are multiple IP addresses to consider when configuring the EMP port.

e The EMP IP address shared between both CMMs, stored in the boot.cfg file.
e The Primary or Secondary’s CMM’s IP address, stored in NVRAM. (Not required for remote access)

Only the shared EMP IP address stored in the boot.cfg file is required for remote access to the switch.
However, in some troubleshooting scenarios having an IP address associated to a specific CMM may be
helpful. The following should be noted if configuring an IP address stored in NVRAM:

e All the EMP IP addresses and CMM'’s IP addreses must be in the same subnet.
e FEach of the IP addresses must be unique.

e There is no dedicated routing table for the EMP interface. All management interfaces use the same
routing table with EMP and non-EMP routes.

e Changes stored in NVRAM will remain with the CMM if the CMM is moved to a different chassis.

Modifying the Shared EMP IP Address

Use the ip interface command to modify the shared EMP IP address as shown below.
-> ip interface emp address 198.51.100.100 mask 255.255.0.0

Changes made using the ip interface command are stored in the boot.cfg file.

Modifying the Primary or Secondary CMM’s EMP Port IP
Address

Must be connected to the associated CMM’s console port before attempting to change IP address
information using the modify boot parameters command as shown below:

-> modify boot parameters

Boot > boot empipaddr 198.51.100.2
Boot > boot empmasklength 16
Boot > show

EMP IP Address: 198.51.100.2/16
(additional table output not shown)

Boot > commit system
Boot > commit boot
Boot > exit

If you use the commit system command only, changes will not be saved to the switch's non-volatile
memory and will be lost if the switch is rebooted.
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Using Telnet

Telnet may be used to log into the switch from a remote station. All of the standard Telnet commands are
supported by software in the switch. When Telnet is used to log in, the switch acts as a Telnet server. If a
Telnet session is initiated from the switch itself during a login session, then the switch acts as a Telnet
client.

Logging Into the Switch Via Telnet

Before you can log into the switch using a Telnet interface, the telnet option of the

aaa authentication command must be enabled. Once enabled, any standard Telnet client may be used to
log into the switch. To log into the switch, open your Telnet application and enter the switch’s IP address
(the IP address will typically be the same as the one configured for the EMP). The switch’s welcome
banner and login prompt is displayed.

Note. A Telnet connection is not secure. Secure Shell is recommended instead of Telnet.

Starting a Telnet Session from the Switch

At any time during a login session on the switch, you can initiate a Telnet session to another switch (or
some other device) by using the telnet CLI command and the relevant IP address or hostname.

The following shows an example of telnetting to another OmniSwitch:

-> telnet 198.51.100.100

Trying 198.51.100.100...

Connected to 198.51.100.100

Escape character is "~]".

login : admin

password :

Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,
2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.
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Using Secure Shell

The Secure Shell feature provides a secure mechanism that allows you to log in to a remote switch, to
execute commands on a remote device, and to move files from one device to another. Secure Shell
provides secure, encrypted communications even when your transmission is between two untrusted hosts
or over an unsecure network. Secure Shell protects against a variety of security risks including the
following:

¢ [P spoofing

e |P source routing

* DNS spoofing

e Interception of clear-text passwords and other data by intermediate hosts

e Manipulation of data by users on intermediate hosts

Secure Shell Components

The OmniSwitch includes both client and server components of the Secure Shell interface and the Secure
Shell FTP file transfer protocol. SFTP is a subsystem of the Secure Shell protocol. All Secure Shell FTP
data are encrypted through a Secure Shell channel.

Since Secure Shell provides a secure session, the Secure Shell interface and SFTP are recommended
instead of the Telnet program or the FTP protocol for communications over TCP/IP for sending file
transfers. Both Telnet and FTP are available on the OmniSwitch but they do not support encrypted
passwords.

Secure Shell Interface

The Secure Shell interface is invoked when you enter the ssh command. After the authentication process
between the client and the server is complete, the remote Secure Shell interface runs in the same way as
Telnet.

Secure Shell File Transfer Protocol

Secure Shell FTP is the standard file transfer protocol used with Secure Shell. Secure Shell FTP is an
interactive file transfer program (similar to the industry standard FTP) which performs all file transfer
operations over a Secure Shell connection.

You can invoke the Secure Shell FTP session by using the sftp command. Once the authentication phase
is complete, the Secure Shell FTP subsystem runs. Secure Shell FTP connects and logs into the specified
host, then enters an interactive command mode. Refer to “Starting a Secure Shell Session from the
OmniSwitch” on page 2-14 for detailed information.
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Secure Shell Application Overview

Secure Shell is an access protocol used to establish secured access to your OmniSwitch. The Secure Shell
protocol can be used to manage an OmniSwitch directly or it can provide a secure mechanism for
managing network servers through the OmniSwitch.

The drawing below illustrates the Secure Shell being used as an access protocol replacing Telnet to
manage the OmniSwitch. Here, the user terminal is connected through the network to the switch.

Secure Shell

Network

OmniSwitch

0t Gt O

Terminal

Secure Shell Used as an Access Protocol

The drawing below shows a slightly different application. Here, a terminal connected to a single switch,
which acts as a Secure Shell client is an entry point to the network. In this scenario, the client portion of
the Secure Shell software is used on the connecting switch and the server portion of Secure Shell is used
on the switches or servers being managed.

Secure Shell
Access Protocol

Secure Shell

OmniSwiich Secure Secure Shell
Shell Client Server

0t Of O

Terminal

OmniSwitch as a Secure Shell Client
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Secure Shell Authentication

Secure Shell authentication is accomplished in several phases using industry standard algorithms and
exchange mechanisms. The authentication phase is identical for Secure Shell and Secure Shell FTP. The
following sections describe the process in detail.

Protocol Identification

When the Secure Shell client in the OmniSwitch connects to a Secure Shell server, the server accepts the
connection and responds by sending back an identification string. The client will parse the server’s
identification string and send an identification string of its own. The purpose of the identification strings is
to validate that the attempted connection was made to the correct port number. The strings also declare the
protocol and software version numbers. This information is needed on both the client and server sides for
debugging purposes.

At this point, the protocol identification strings are in human-readable form. Later in the authentication
process, the client and the server switch to a packet-based binary protocol, which is machine readable
only.

Algorithm and Key Exchange

The OmniSwitch Secure Shell server is identified by one or several host-specific keys. Both the client and
server process the key exchange to choose a common algorithm for encryption, signature, and
compression. This key exchange is included in the Secure Shell transport layer protocol. It uses a key
agreement to produce a shared secret that cannot be determined by either the client or the server alone.
The key exchange is combined with a signature and the host key to provide host authentication. Once the
exchange is completed, the client and the server turn encryption on using the selected algorithm and key.
The following elements are supported:

Host Key Type DSA/RSA

Cipher Algorithms AES, Blowfish, Cast, 3DES, Arcfour, Rijndael

Signature Algorithms MD5, SHAL

Compression Algorithms None Supported

Key Exchange Algorithms diffie-hellman-group-exchange-shal
diffie-hellman-groupl-shal

Key Location [flash/system

Key File Names Public
- ssh_host_key.pub, ssh_host_dsa_key.pub, ssh_host_rsa_key.pub
Private

- ssh_host_key, ssh_host_dsa_key, ssh_host_rsa_key

Note. The OmniSwitch contains host keys by default. The keys on the switch are made up of two files
contained on flash, a private key and a public key. To generate a different key, use the Secure Shell tools
available on your Unix or Windows system and copy the files to the OmniSwitch. The new keys will take
effect after the OmniSwitch is rebooted.
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Avuthentication Phase

When the client tries to authenticate, the server determines the process used by telling the client which
authentication methods can be used. The client has the freedom to attempt several methods listed by the
server. The server will disconnect itself from the client if a certain number of failed authentications are
attempted or if a time-out period expires. Authentication is performed independent of whether the Secure
Shell interface or the SFTP file transfer protocol will be implemented.

Connection Phase

After successful authentication, both the client and the server process the Secure Shell connection
protocol.

Using Secure Shell Public Key Authentication (PKA)
Generating and Copying Keys

The following procedure is used to set up Secure Shell PKA between an OmniSwitch and a client device.
The steps below use a userid of “new_ssh_user” on the OmniSwitch as an example:

Note. A comment must be provided when generating the public key (remote_ssh_user@device) and the
key must be in the following format:

<ssh-rsa | ssh-dsa> <encrypted key> <remote_ssh_user@device>

Example Key:

ssh-rsa AAAAB3NzaClyc2EAAKjgnivubn9872435nsdg8dfsgfd8dfgfd7Rahlsqeyh6
v3V6H]J 14s0Xwn+jdhAHITM21g1RjwccObEdYCc67VMI+2ZwWE i pJ 15HY 1 1gbYKTAOemOkwK
HNa+nalkWsTSwNj81HaAkaL21LMhcHNRytBfTeyySLgNHXxy6VFX1ipMN3pdtQbJInOcTRI
evyxroMs7S+nMvhtr1lhrRzNaC3i1W901skS9zNjKUd2Becj5+Bt1IHmIqu31s9H67kySd

HeF1XTMVWHDo30n9msA1vB7Bqolw26qzV3S97vbhrApQtYJAnObl i IVIAEaslY lbqrkTQ
/kmDO4uMpCDgZzKta7bP+P3CjBrGmKiw98 remote_ssh_user@device

1 Use the ssh-keygen utility of the OpenSSH software suite to generate a private and public key pair as
shown below:

#ssh-keygen -t rsa -C remote_ssh_user@device
2 Save the private key on the client device.

3 Copy the the public key to the switch in the preferred directory. Including the user id as part of the
filename can help identify the different keys:

#scp ~/.ssh/new_ssh_user_rsa.pub admin@192.168.2.1:/flash/system

4 Verify that the userid that will use SSH is a valid user name on the OmniSwitch. If the username does
not already exist on the switch create the user name with the appropriate privileges.

5 Install the public key on the OmniSwitch for the specified user.

-> installsshkey new_ssh_user /flash/system/new_ssh_user_rsa.pub
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6 Connect to the OmniSwitch using SSH with PKA.

#ssh -0 PreferredAuthentications=publickey new_ssh_user@192.168.2.1 -v

Note. By default if PKA fails, the user is prompted for a password. This is the password that was specified
when the user name was created on the OmniSwitch.

7 (Optional) To enforce Secure Shell PKA on a switch and not prompt for a password, use the ssh
enforce-pubkey-auth command.
Revoking a Key

The following procedure can be used to revoke a key:

->revokesshkey new_ssh_user remote_ssh_user@192.168.10.1

Starting a Secure Shell Session from the OmniSwitch

To start a Secure Shell session, issue the ssh command and identify the IP address or hostname for the
device to which you are connecting.

The following command establishes a Secure Shell interface from the local OmniSwitch to a remote
device:

-> ssh 198.51.100.50
login as:

You must have a login and password that is recognized by the IP address you specify. When you enter
your login, the device you are logging in to, will request your password as shown here:

-> ssh 198.51.100.50

Password:

Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,
2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

Once the Secure Shell session is established, you can use the remote device specified by the IP address on
a secure connection from your OmniSwitch.

Note. The login parameters for Secure Shell session login parameters can be affected by the session login-
attempt and session login-timeout CLI commands.
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Modifying the Login Banner

The Login Banner feature allows you to change the banner that displays whenever someone logs into the
switch. This feature can be used to display messages about user authorization and security. You can
display the same banner for all login sessions or you can implement different banners for different login
sessions. You can display a different banner for logins initiated by FTP sessions than for logins initiated
by a direct console or a Telnet connection. The default login message looks similar to the following:

login : userl23

password :

Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,
2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwi